Add a Multi-Factor Authentication Method

1. Open a browser and go to https://auth.midwestradiology.com.
2. Enter your username and password. Make sure that the drop down is set to MWRCON. Click “Login”.
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3. Step 1: Click the “Enrollment” tab. You’ll see the following two categories:
a. “Enrolled Verification Methods”: Shows authentication methods that you’re currently enrolled in.
b. “Set Up Backup Verification Methods”: Contains enrollment options not yet set up by you.

Step 2: Inthe “Set Up Backup Verification Methods” section, click “Set Up” under one of the options. (We'll

use Google Authenticator for this example):
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4. Follow the instructions to set up the authenticator:

Google Authenticator

1. Install Google Authenticator.
2. Open the app, and tap + to add an account.

3. Using the app, scan the QR code image given below.
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4, Enter the code generated by vour authenticator app  sessss

(with Microsoft Authenticator, go straight to the QR code)

5. After you've scanned the QR code, an entry will appear for ADSelfService Plus with a verification code:
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Note: You have 30 seconds to enter this code. The red arrow points to a timer that starts as a full circle. In this
example, the half circle represents 15 seconds left before the code expires and a new one is auto-generated.

After this has been successfully added, the authentication method will show up in the “Enrolled Verification
Methods” section. When done, log out by clicking the person icon in the top right and then choose sign out:
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Remove a Multi-Factor Authentication Method

Open a browser and go to https://auth.midwestradiology.com.
2. Enter your username and password. Make sure that the drop down is set to MWRCON. Click “Login”.
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Step 1: Click the “Enrollment” tab. “Enrolled Verification Methods” displays current enrollments.
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Step 2: Click the pencil icon next to the authentication method that you wish to remove:
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5. Click “Remove Device”:
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6. Click “Yes” to confirm:
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7. After a couple seconds, you'll receive confirmation that the update was successful:
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The removed authentication method now shows back up in the “Set Up Backup Verification Methods” section
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On your phone, open the authenticator app you just removed. Swipe left on the ADSelfService Plus entry and hit the
trash canicon. On the website, log out when done by clicking the person icon in the top right and then choose sign out:
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